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POLICY STATEMENT ON CONFIDENTIALITY OF INFORMATION

General Principles

As an organisation dealing with confidential and sensitive information pertaining to staff and students and applicants for employment GOSS complies with the Data Protection Act 1998, Freedom of Information Act 2000 and the Human Rights Act 1998 regarding storage, handling and access to such information.

This policy has been disseminated to all staff and is available on the school website.

This policy is in addition to the Child Protection Policy

Terminology

Information in this case shall mean the contents of all staff and student files, emails and all other correspondence, personal information and information gathered from professional conversations.

Storage & Access of Information - Procedures

· Student information is kept in a locked filing cabinet in the school office. Necessary access to these files is available to all staff via the School Secretary, the Head of School or Duty member of staff who may remain present according to the level of confidentiality.  

· Files are not to be removed from the office unless required for an external meeting and with permission. 

· Staff information is kept in a locked filing cabinet in the school office. Necessary access to these is restricted to the School Secretary, Finance Officer and Head of School. 

· Files are not to be removed from the office unless required for an external meeting and with permission.

· Disclosure information is always kept separately to a personal file and in a secure, lockable container off site with strictly controlled access only open to the Head of School.

· Confidential Information Stored Digitally is kept only on the PC in the School Office. 

· Necessary access to a printed copy of this information is available to all staff only with permission from the Head of School.

· Confidential information, including emails, will not be stored digitally wherever possible.

Storage & Access of Information - Code of Conduct

All adults working within GOSS abide by the Code of Conduct regarding Confidentiality of Information:

· Maintain absolute standards of professional confidentiality about anything seen or heard within school.

· Follow procedures for the access and storage of all staff and student information.

· Ensure that student/staff details will not be given out over the phone until the validity of the request has been ascertained.

· Not discuss confidential matters regarding individual students in the presence of another student, or where they could be overheard.

· Not discuss confidential matters regarding individual students with other students or their parents/carers.

· Follow procedure for access to information stored digitally.

Handling of Disclosure Information

In accordance with the Police Act 1997, disclosure information is only passed to those who are authorised to receive it in the course of their duties, i.e.:-


 Head of School and Lead Team

 A member/officer with the umbrella organisation

 A government department

 Anyone with written consent of the subject of the disclosure

 In accordance with an obligation to provide information by virtue of any character

Disclosure Usage

Disclosure information is only used for the specific purpose for which it was requested, with the applicant’s consent.

Disclosure Retention

Disclosure is only kept for a maximum of 6/12 months, during which time such decisions about appointments and any disputes will be settled.  If an extension to this period becomes necessary, the umbrella organisation will apply directly to the CRB.  Throughout this time, the usual conditions of safe storage and strictly controlled access will prevail.

Disposal

Once the retention period has elapsed, GOSS will undertake to destroy any disclosure information by pulping, shredding or burning.  GOSS will ensure secure handling of this information from its secure storage until disposal is complete.

GOSS reserve the right to retain the following information:-

 Date of disclosure

 Name of subject

 Type of disclosure

 The position for which the disclosure was requested

 The reference number of the disclosure

 The decision of the appointment
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